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In 1986 former head of the Justice Department’s internal security section John Davitt said: “The Israeli intelligence service, when I was in the Justice Department, was the second most active in the United States, to the Soviets.” (PHOTO:Boston Globe)
No foreign country has a more effective informational network inside the executive and, especially, legislative branches of the U.S. government. [11] It appears that several units within Israel’s intelligence community are engaged in economic espionage. [12] They include Israel’s foreign intelligence service (Mossad) and a new organization within the Defense Ministry – the Security Authority (Malmab). [13]

According to the U.S. intelligence community, Israel’s motivations appear to be threefold: to strengthen its industrial base, to sell/trade the information to/with other countries (especially China) for profit, and to sell/trade the information to/with other countries to develop favorable political ties and alternative sources of arms and intelligence. [14] To these, a fourth factor might be added: the certain knowledge that, in the words of a senior former U.S. intelligence official, “Israel can steal right and left, but we will still pump money in.” [15]

The United States and Israel agreed in 1951 not to spy on one another. [16] There is little evidence that the United States has conducted economic espionage against Israel, [17] but the agreement has been flouted repeatedly and flagrantly by Israel. Israeli economic espionage has infuriated the U.S. intelligence community, especially the FBI and the Customs Service, and has left a legacy of distrust in that community. [18] Still, such espionage does not have the same impact as attempts to penetrate the national security bureaucracy, as in the notorious 1985 Jonathan Pollard case, which strained diplomatic relations and disrupted intelligence cooperation for some time. [19] Economic espionage, on the other hand, has not significantly affected strategic cooperation, including the sharing of intelligence. Indeed, U.S.-Israel strategic ties are closer today than ever before. Among other things, since the U.S.-Israel Counterterrorism Accord was signed in 1996, the United States has continued to preposition munitions in Israel, and financial aid to Israel for counterterrorism and ballistic missile defense increased. [20]

SPECIFIC TARGETS OF ECONOMIC ESPIONAGE
Israeli Defense Industrial Base

Israel maintains a strong defense industrial base. Both the quality of Israel’s arsenal and the competitiveness of its armaments industry are enhanced by economic espionage.

Representative targets of Israeli economic espionage have included: U.S. technology for artillery gun tubes, coatings for missile reentry vehicles, avionics, missile telemetry, and aircraft communications systems. [21] One particularly notorious case concerned Recon/Optical, an Illinois firm producing state-of-the-art aerial surveillance equipment for the Pentagon and the U.S. intelligence community. In 1986, Recon’s security guards caught three Israeli air force officers stealing 50,000 pages of technical documents relating to the company’s proprietary information. For at least a year, these officers had been exploiting contractually provided visitation rights and passing Recon’s documents to a competing Israeli firm, El Op Electro-Optics Industries. An arbitration panel eventually ordered Israel to pay Recon $3 million in damages for what it found to be “perfidious” illegal acts. [22] Nonetheless, Recon suffered grievous damage and barely escaped bankruptcy. The optics technology stolen from Recon apparently provided critical elements of Ofek-3, Israel’s first durable reconnaissance satellite. [23]

There were other troubling episodes throughout the 1980s. For example, in the early 1980s some Israelis were caught illicitly taking classified blueprints of the F-16 fighter out of the General Dynamics plant in Fort Worth, Texas. A separate facility was then set up outside the plant for the Israelis (who were awaiting delivery of about fifty-five F-16s). [24]
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The U.S. Army’s Watervliet Arsenal near Albany, New York, where Israelis illicitly acquired advanced electroplating technology for cannons that had been developed by the U.S. (PHOTO)
In other cases, the Justice Department charged an executive of the Science Applications International Corporation with illegally transferring missile defense technology to Israel by “dealing with the highest levels of the military … in Israel,” [27] and Israel improperly acquired U.S. RPV (remotely piloted vehicles) technology, allowing the Israeli company Mazlot to underbid its American competitors. [28]

Public U.S. government reports, including the 1996 GAO report and the 1997 NACIC annual report to Congress alluded to above, suggest that the problem has worsened since the end of the cold war. For instance, a 1997 FBI affidavit revealed that David Tenenbaum, a civilian with the U.S. Army Tank Automotive and Armaments Command (TACOM), admitted giving “nonreleaseable classified information to every Israeli liaison officer assigned to TACOM over the last 10 years.” [29] This included classified data on theater missile defense systems, the Bradley fighting vehicle, ceramic armor, and other weapons systems. [30]
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An Israeli general conspired with an executive of the General Electric Company, Herbert Steindler, to illegally divert $40 million of U.S. military assistance. Steindler was an international sales manager for General Electric at the company’s aircraft engines facility in Evendale, Ohio (pictured above). His responsibilities included negotiating and supervising sales to Israel. (PHOTO:GE)
The Israeli Purchasing Mission was established in 1952, well before the United States became Israel’s principal arms supplier. It is run by Israeli military officers and defense officials with a staff of about two hundred (many of whom are Israeli college students). The Purchasing Mission is Israel’s locus of coordination with the U.S. defense industry, and it draws from the $1.8 billion of annual U.S. military aid to buy defense goods and services in the United States. [The aid is now $3.8 billion] It awards contracts to U.S. firms and obtains export licenses from the Departments of State and Commerce for shipments to Israel. It has liaison officers at many defense plants, sites, and installations in the United States and is accredited to additional U.S. defense facilities. Mission personnel are often aware of evolving new technologies long before key officials in Washington, thus enhancing opportunities for evading export controls. [37]

The unusual access to U.S. firms facilitates economic espionage, as do Israel’s unique arrangements for paying U.S. companies. For other countries that use U.S. military aid to buy defense goods in the United States, the government disburses funds directly to American companies, thereby enhancing oversight. For Israel, however, the Purchasing Mission pays the companies and is then reimbursed by the U.S. Treasury. This, plus other relaxed rules for Israel’s use of U.S. military aid and the presence of many retired Israeli generals and defense officials in American firms seeking business from the Mission, sharply degrades U.S. monitoring of Mission expenditures and activities. This invites the kind of fraud and/or espionage that variously involved Mission personnel in the Dotan affair and the NAPCO, Recon, and cluster bomb cases. [38] When the Justice Department sought to move against some Purchasing Mission personnel for recurring involvement in illegal technology acquisition, Israel requested – and in 1988 received from the State Department – limited diplomatic immunity for most of its professional staff. [39]

Nuclear Weapons and Means of Delivery

Although evidence remains officially inconclusive, there is a “widespread belief” in the CIA and elsewhere within the U.S. intelligence community that in the 1960s Israeli intelligence spirited about two hundred pounds of weapons-grade uranium from the Nuclear Materials and Equipment Corporation (NUMEC) in Apollo, Pennsylvania. [40] John Hadden, a former CIA station chief in Tel Aviv, states that NUMEC was an “Israeli operation from the beginning.” [41]

This private corporation was owned by Zalman Mordecai Shapiro, an active member of the Zionist Organization of America, who had close ties to Israel. These ties and Shapiro’s activities convinced the FBI and CIA that he had helped Israeli agents smuggle the material out the United States to Israel, where it provided fuel for the first four nuclear devices assembled at Dimona. [42] The NUMEC case was investigated by the GAO and the House Interior Committee in 1978, but their reports have never been declassified. Indeed, the political sensitivity of the issue led President Lyndon Johnson and successive administrations to bury various intelligence reports on the NUMEC affair. [43]
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Producer Arnon Milchan and Director Steven Spielberg attend the 88th Annual Academy Awards Governors Ball, February 28, 2016 in Hollywood, California. Milchan spent his many years in Hollywood as an agent for Israeli intelligence, helping obtain embargoed technologies and materials that enabled Israel to develop a nuclear weapon. Milchan worked with Richard Smyth, who skipped out on his trial for smuggling nuclear parts to Israel. Milchan says that “other big Hollywood names were connected to [his] covert affairs.” (PHOTO: Hollywood Reporter)Espionage may also help Israel keep pace with technological innovations in nuclear weaponry and missile technology. The 1997 annual report to Congress by the NACIC identifies “inappropriate conduct during visits to secure facilities” as one of the most common collection methods by foreign economic spies. [47] Using a variety of covers to gain access to sensitive U.S. facilities, the visitors “manipulate” the visit by taking pictures or notes, bringing unannounced guests, and utilizing fraudulent data-exchange agreements. [48]

This is a potentially serious problem, given close cooperation between the Israeli and U.S. defense scientific communities on projects such as the Arrow missile. Scores of Israeli scientists visited U.S. nuclear weapons laboratories at Sandia, Los Alamos, and Livermore. Israeli visitors were often treated more openly than others. [49] During just one twenty-month period in the late 1980s, 188 Israeli scientists visited these three labs. [50] Most of the visits were under the auspices of U.S.-Israel cooperation agreements, especially one for the study of nuclear physics and fusion; opportunities for inappropriate behavior were considerable. The GAO has highlighted the need to improve security with respect to foreign visitations of U.S. defense facilities. [51] 
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Scores of Israeli scientists visited U.S. nuclear weapons laboratories at Sandia, Los Alamos, and Livermore (pictured aabove), where they often received special treatment.  A report to Congress identified “inappropriate conduct during visits to secure facilities” as one of the most common collection methods by foreign economic spies. (PHOTO:LAT)
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A 1979 CIA report stated: Israel’s intelligence “depends heavily on various Jewish communities and organizations abroad for recruiting agents and eliciting informants”. A current example is Act.il
The American Jewish community is rightly concerned that allegations (or insinuations) about the dual loyalty of some citizens could cast aspersions on the patriotism of Jewish Americans. [61] A 1987 CBS News/New York Times poll indicated that fully 33 percent of the general public believed American Jews placed the interests of Israel above those of the United States; this figure was 35 percent in a 1992 poll by the Anti-Defamation League of B’nai B’rith. [62] These findings, which have been consistent over the past thirty years, also indicate that another 20 percent of Americans say they do not know where Jews’ loyalties lie. [63]

In practice, of course, Jews serve in considerable numbers and at the highest levels of the American national security establishment; only very rarely does this issue arise in individual cases. Yet Israel seems insensitive to the damaging effects its illegal acts may have on Diaspora Jews. Former Reagan administration Pentagon official Dov Zakheim, an Orthodox rabbi, states flatly that Israel’s conduct is responsible for it being viewed as an intelligence threat by the Department of Defense: “This is not an American problem, but an Israeli problem.” [64] Zakheim also cautions fellow Jews “not to play the card” of anti-Semitism when the U.S. government takes reasonable measures to counter Israeli intelligence activities. [65] In this area, as in so many others, the maintenance of a free and open multiethnic society requires that a balance be struck between guarding against sweeping, McCarthy-like allegations and implementing prudent security measures. [66]

ESPIONAGE AND AN EMERGING TECHNOLOGY-BASED ECONOMY

As Israel’s national priorities evolve, its government is actively promoting an export-oriented technology sector featuring, among other things, strong software, Internet services, and biotechnology firms. Some of the conditions underlying these current initiatives resemble those existing during the development of Israel’s arms industry and nuclear weapons program in the 1950s and 1960s, when Israel could not have developed nuclear weapons and a sophisticated armaments industry quickly without the illicit acquisition of foreign technology and information.

In its quest to “make the desert bloom” with software design firms and telecommunications labs, Israel must overcome its relatively late entry into the international competition for advanced technology. Despite some successful initial public offerings, the Israeli civilian technology sector has little capital to invest in expensive research and development programs, [67] and the stalled peace process discourages investment. The pace of technological innovation and obsolescence is staggering, thereby escalating the risks associated with investment in new product development. Moreover, military scientific research in countries like Israel is hampered by such factors as the emigration of top scientists, insufficient technical support, the relatively small scale of scientific communities, and difficulties in attracting the best minds to applied weapons research. [68] All of these factors point to a continued need for economic espionage in both the civilian and defense sectors.

To be sure, there are countervailing considerations that may dampen Israel’s proclivity to steal from foreign firms. Israeli firms in the new global order have much better access to international customers, potential sources of capital, and joint ventures-something that was impossible for its nuclear arms program and difficult for its early conventional arms industry. In addition, Israel’s innovative defense sector has spun off useful dual-use technologies for its civilian industries. [69]

However, opportunities and incentives for economic espionage are inviting. The Department of Commerce confirms that Israel’s technology-based industries are “eager” for joint ventures with U.S. firms and the U.S. government. [70] In Silicon Valley, there are scores of Israeli-owned or managed companies, and American firms hire many Israeli engineers. This facilitates “brain-theft and idea-theft.” [71]
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Israelis work in Mailpad’s Silicon Valley office. Israel’s Ha’aretz newspaper reports: “Almost every Silicon Valley company, whether large or small, has Israelis among its employees.” The number may be as high as 200,000. One says: “It’s easy for Israelis. We feel like we have moved to another city, not to another country. Everyone here speaks Hebrew. My son is in the third grade and is in a class of 20 kids, half of them are Israeli.” JTA reports: “For most of these techies, Israel is home.” A co- founder of the Israeli Executives and Founders Forum explains: “We find it harder to adapt here, to say ‘I’m American. We’ve been so indoctrinated. I’m Israeli. I want my kids to go to the army.” Some Israeli techies are reportedly connected to Israel’s notorious 8200 cyber espionage 
Moreover, the U.S. government itself is providing Israeli intelligence with inviting targets. By 1997, the United States and Israel were moving toward several new agreements on everything from basic research to prototype testing under their joint Technology Research and Development Projects. Potential areas of cooperation include avionics, a range of armaments development projects, laser target identification systems, and others. [72] While Israel has expressly agreed not to transfer technology from such joint endeavors to third parties without prior U.S. approval, and while such unauthorized retransfers are prohibited by the Arms Export Control Act (PL 90-629), Israel has repeatedly violated both the law and identical prior commitments concerning technology retransfers. [73]

Beyond this, institutional habits and missions should ensure that Israeli intelligence units continue to utilize existing networks for collecting economic intelligence, while developing new ones to meet civilian needs. Confidential business information, particularly financial information, competitor bids, customer lists, and marketing plans may become as important targets as technical and scientific data. New forms of electronic intelligence collection, including satellites and computer intrusion, will contribute to improving Israel’s capabilities in this area.

U.S. RESPONSE TO ISRAELI ESPIONAGE

Like defense firms in most foreign countries, Israeli companies are closely linked to the government and compete with American firms in the international market. Yet excepting Egypt, Israel is the only country today whose defense industry is heavily subsidized by the United States. That is, even apart from the more than $76 billion in foreign aid (over 90 percent in security assistance) from the United States through fiscal year 1998, the U.S. government, and especially Congress, continues to give Israel numerous unique privileges which, cumulatively, advantage Israeli firms and disadvantage American ones in the international armaments market. [74] In return, Israel conducts an aggressive campaign of economic espionage against American firms. Yet this campaign has never triggered a vigorous response from the U.S. government. Why is this?

While the Israeli case is unique in several respects, the tepid U.S. response (or nonresponse) to economic thievery is not unusual. Indeed, among the countries identified by the NACIC as targeting U.S. economic secrets, it is difficult to identify a single instance where relations were truly disrupted by economic espionage. This is especially true when the culprit is a close ally. Concerning Israel generally, Secretary of State Madeleine Albright said: “You don’t use levers with friends.” [75]

A former senior U.S. defense intelligence official commented: “The closer you come to national defense, the more likely there is to be an effect on cooperation. Pollard really disrupted U.S.-Israeli relations, but Recon-type [economic] operations have less of an impact.” [76] That is, significant political fallout from espionage is limited to traditional national security cases; even then, it is rarely severe when an ally is involved. Thus, when Robert C. Kim, a naturalized Korean-American Navy computer specialist, pleaded guilty to passing classified documents to South Korea in 1997, the U.S.-South Korean strategic relationship remained largely undisturbed. [77]

But there is more here than just a reluctance to punish an ally. Individual members of Congress occasionally criticize such allies as France or Japan for their economic espionage, [78] but similar behavior by Israel elicits only silence. Whereas Congress as an institution rarely demands retribution for any ally’s espionage against the United States, Congress actively advances Israel’s interests and shelters it from all but the most egregious violations of U.S. law. [79] Hence, as Recon/Optical executive William Owens discovered, any explanation of the moderate U.S. response to Israeli wrongdoing must be rooted in an understanding of the American policy process. Owens pleaded with his Illinois congressional delegation to help him recover from what Israel had done to his company, but it refused to confront Israel and its potent lobby. Said Owens,” We begged people [in Washington] to help us, but we got nothing but their backs.” [80]
unit. (PHOTO:Ha'aretz)
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Recon/Optical plant in Barrington, Illinois in 1986, when it was forced to lay off 200 employees and nearly went bankrupt after Israeli air force officers stole some of its proprietary information and gave it to the Israeli company El Op Electro-Optics Industries. The Israel lobby was so powerful that Recon’s Congressional delegation wouldn’t intercede on its behalf. (PHOTO:Bourns)
In addition to hesitancy about reprimanding an ally and Congress’s protectiveness of Israel, a third factor moderating the U.S. response is the special strategic tie between the two countries. Despite serious misgivings within the U.S. national security bureaucracy concerning Israel’s net value as a strategic asset, [81] the strategic relationship was formalized at least by 1983 and subsequently acquired significant breadth and depth. It was strengthened in the Clinton administration by, among other things, joint counterterrorism operations and defense research programs, an extension of U.S. defense satellite warning to Israel, and an increase in U.S. funding for Israel’s Arrow missile. [82]

A fourth factor is the Economic Espionage Act of 1996 (PL 109-294). While this law makes it much easier to prosecute economic spies successfully, [83] it punishes individuals, not nations. It makes no reference to sanctions against offending states. Criminal prosecutions, publicity, and diplomatic demarches will not alone be sufficient to deter systematic state-sponsored economic espionage, especially when that state is Israel. There is little indication today that Washington is politically disposed toward imposing weighty sanctions that might present a more credible deterrent. In May 1997, it was reported that the National Security Agency had intercepted communications between Israeli intelligence officials that referred to a U.S. official code-named “Mega” who was illicitly passing sensitive diplomatic information to Israel. This appeared to confirm long-standing rumors to this effect. Israeli officials denied that Mega was a spy. [84] The episode soon vanished from public view, and with its disappearance went the possibility that it might upset U.S.-Israeli relations. [85]

It may be, then, that another reason for the weak U.S. response to Israeli espionage is a kind of resignation or even cynicism as captured in the term “friendly spies.” One key shaper of U.S. intelligence policy remarked in 1996, “The trend with Israel is to catch them, then back off politically.” [86] It is also conceivable that legislators like Senator Specter and other sentries alert to inappropriate inferences of dual-loyalty may foster an “investigation chill” among U.S. officials monitoring Israeli intelligence activity.
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Arlen Spector, R-PA., talks with Charles Schumer, D-N.Y., during a Senate committee hearing on “The War Against Terrorism.” Specter and other Israel advocates like Schumer may foster an “investigation chill” among U.S. officials monitoring illicit Israeli activity. Schumer has called himself a “guardian of Israel.” (PHOTO:Getty)
CONCLUSION

Israel’s economic espionage is surely part of the game of nations, but its chutzpah is unique. Few allies are more strategically and economically dependent on the United States. No ally that annually receives large foreign aid subsidies spies actively on its patron. Few close allies have conducted both economic and traditional strategic espionage against the United States. Few nations’ espionage activities in the United States suggest less sensitivity to their diasporas’ legitimate fears about the specter of dual loyalty. Yet no other foreign country enjoys the support of America’s most effective coalition of ethnic special interest groups, a coalition whose individual and organized members’ huge financial contributions affect virtually all major U.S. political campaigns. [87]

Wholly apart from espionage, no U.S. ally has more frequently violated contractual obligations and laws relating to U.S. national security. The various categories of illegal behavior include the fraudulent diversion of U.S. foreign aid, the illicit retransfer of sensitive U.S. technologies to third parties, and violation of end-use restrictions on U.S. military items transferred to Israel. Few well-established democracies can be so accurately characterized by what Ehud Sprinzak calls an “elite illegalism” that pervades the country’s domestic political culture and international behavior. Elite illegalism depreciates the idea of the rule of law and assumes “that democracy can work without a strict adherence to . . . law.” [88] Especially in security matters, say Dan Raviv and Yossi Melman, Israelis “believe that anything goes; . . . lies, of course, but even violations of other countries’ laws.” [89]

The greater concern, however, is not Israel’s behavior. Rather, it is with those senior U.S. officials and legislators who abide it. This aspect of the “special relationship” with Israel annoys, even embitters, much of the permanent national security bureaucracy. It is also a latent domestic political issue with divisive overtones. Whatever immediate advantages Israel’s illicit practices may bring, they could eventually weaken the long-run relationship that is the ultimate guarantee of Israel’s security.
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